BGIS RPS ASSIST

Step 1 of 2:

Guest Access and MFA Setup
for Non-Ontario.ca Users

Last updated: May 22, 2024

Need Help?

Call 1-877-590-5090
Trouble Registering?

Trouble using the application?
Urgent Service Request?

Emergency? Call 9-1-1.
When it is safe to do so, also call the above number



STEP 1 OF 2:
REGISTER AS A GUEST USER

If you are an Ontario.ca user, this process is not required.

Before a non-Ontario.ca user can access RPS Assist, you must first set up multi-factor
authentication (MFA) with Ontario.ca and request guest access. This is required to maintain the
security of our application and to allow for single-sign on.

a) Start by clicking on the myaccess link, or copying and pasting it into a browser:
https://myaccess.microsoft.com/@Ontariogov.onmicrosoft.com#/access-packages/

b) If you have not previously accessed any Ontario.ca applications, you will be prompted to accept the
invitation and may be asked to set up multi-factor authentication. Proceed to the next page and
follow the instructions.

c) If you have previously accessed any Ontario.ca applications and are already set up, proceed to
Requesting Access to BGIS applications.

d) Once you have completed all the steps required in this document, return to the RPS Assist website

and complete Step 2 to register for the RPS Assist application.
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https://myaccess.microsoft.com/@Ontariogov.onmicrosoft.com#/access-packages/d5f119b4-7fed-45ca-a982-6023714c988f
https://myaccess.microsoft.com/@Ontariogov.onmicrosoft.com#/access-packages/
http://www.bgis.com/rps-assist

Background

This quick start guide provides the basic steps for accepting an invitation to Azure AD.

The screens below may slightly differ based on your agency’s identity provider and/or your
current Microsoft settings.

Accepting the Invitation

1. After clicking on the myaccess link, a Review permissions page opens in the browser.
Select Accept.

NOTE: Prior to this page, you may be asked to login to your Microsoft account. This will
depend on your agency’s identity provider.

BE Microsoft
nar"u!:—ti“agencydomal n.ca

Permissions requested by:

¥ Government of Ontario
ontariogov.onmicrosoft.com

By accepting, you allow this organization to:
R

ec

You should only accept if
Government of Ontario
for you to review. You <

ttps://myaccount.micro

ntario
their terms
at

This resource is not shared by Microsoft.

Cancel

2. A More information required page opens. Select Next.

Ontario @

name@agencydomain.ca

More information required

Your grganization needs more information to keep
your account secure

Use a different account

Learn more

P
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https://myaccess.microsoft.com/@Ontariogov.onmicrosoft.com#/access-packages/

3. The Microsoft Authenticator page opens. At this point, you can select how you wish to
receive your 6-digit code. Your options include:
a. Microsoft Authenticator App
b. Phone (via text or call)

To use the Microsoft Authenticator App, select Next (A).

To use Phone, select | want to set up a different method (B).

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

e Start by getting the app
> On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”,

A

want to use a different authenticater app

I want to set up 3 different methed 9
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A. Microsoft Authenticator App (Mobile phone only)

Note: Before you can use the Microsoft Authenticator app you must install the app on your
mobile phone https://www.microsoft.com/en-ca/security/mobile-authenticator-app and
complete account set up.

. Open the Microsoft Authenticator App on your phone.
5. Tap the + > Work or School Account.
6. Use your phone to scan the QR code on your computer. This will connect the Microsoft

Authenticator app with your account. After you scan the QR code, select Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code. choose "Next”,

“i‘f,@ %’;

T 1 1 -5‘;.4
E] r'&.r*"

Can't scan image?

L want to set up a different mathod
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https://www.microsoft.com/en-ca/security/mobile-authenticator-app

7. Approve the notification sent to your app by entering the number provided.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

el Let's try it out
Approve the notification we're sending to your app by entering the number shown below.
-
87
Back

8. Once the notification is approved, select Next. Your security info is updated to use the
Microsoft Authenticator app by default to verify your identity when using two-step
verification or password reset.

Microsoft Authenticator

v/

Notification approved

You have successfully registered the authenticator app.
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B. Phone (Mobile or Landline)

4. Select | want to set up a different method (B).

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

6 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next”,

| want to use a different authenticater app

it

5. Select Phone from the dropdown authentication methods.

Choose a different method x<

Which method would you like to use?

| Choose a method {f}‘

Authenticator app
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6. Select Confirm.

Choose a different method <

Which method would you like to use?

\,I

Phone

7. On the Phone verification page, select your country or region from the drop-down list,
and then type your mobile device or landline phone number. Your phone number
cannot include extensions.

8. Select your preferred option (Text me a code or Call me), and then select Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

I Canada (+1) "] I 5553456

(®) Text me 2 code

O Call me

Message and data rates may apply. Choosing Next means inat you agree to the Terms of service and Privacy

and cookies statement.
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9. If you requested your code by text, type the verification code from the text message
sent from Microsoft. Select Next.

If you requested your code by call, you'll receive a phone call from Microsoft, asking you
press the hashtag (#) sign on your mobile device to verify your identity.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a & digit code to +1 5553456 Enter the code below.

s @

Lwant to set up a different method

10. Your phone has been successfully registered. Select Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° SMS verified. Your phone was registered successfully.

=

11. Select Done. You have successfully registered your phone.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

=

Default sign-in method:

% Phone
+1 999 5553456
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Request Access to BGIS RPS Assist Application

1. Click myaccess link, or copy and paste it into your browser:
https://myaccess.microsoft.com/@Ontariogov.onmicrosoft.com#/access-packages/

2. Follow the login and authentication steps again, if prompted.

3. Select Access Packages on the left, if it is not already selected.

4. Find the BGIS-PROD access package in the list and click on the Request link on the

right. If you see both BGIS-PROD and BGIS-PROD-HOMETENANT access packages,
request access to both.

& Ovenview Access packages
Access groups and teams, SharePoint sites, applications, and mare in a single package. Select from the following packages, or search ta find what you're locking
57 Access packages for.
) Request history Available (3)  Active  Expired
2, Approvals Mame T Description Actions
bagis-dev Request
= Access reviews
BGIS-PROD BGIS-PROD Request
Std_B2B_Onboarding Business to Business Onboarding Package Request

5. Click Continue.

BGIS-PROD

Request details

BGIS-PROD

Share a link to this access package:

@ Copy link
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6. Enter a business justification and click Submit request.

7.

<« Additional questions

Business justification *

I need access to RPS Assist to submit my submit requests please

IMPORTANT NOTE: Your request will be sent to our BGIS SSO Support Specialist who

will review and approve your request. Please note that this may take up to 5 days,
however most requests will be processed the same day. If you need immediate
assistance with a facilities issue, please call 1-877-590-5090 to log your request.

Once your access has been granted, you will receive a confirmation email like the
one below. Once you have received this email, you will also receive a reminder from
our BGIS SSO Support Specialist to return to the website to complete Step 2 of 2.

You now have access to BGIS-PROD

To

@ Microsoft Security <MSSecurity-noreply@microsoft.com>

(D) ¥ e e s ol b s Sy k4 vl 3 ol v
cick B i

natic downioad of some pictures in this message.

your privacy

© Azure Active Directory is now Microsoft Entra ID. Learn More.

You've received access to BGIS-PROD

You have access to BGIS-PROD. Get started now.

Get started >

Access start date: Now

Access end date: No end date

® | © Reply | € Reply At

= Forward | | e

Tue 5/14/2024 10:20 AM
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